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Okta Verity and Fast Pass
configuration for Windows
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STEP1

Configure Okta Verify (Fast Pass) desktop application

o1 Launch Okta Verify

* Open the Okta Verify application on your machine'’s
desktop and click on Get started.

Okta Verify

Okta Verity and Fast Pass configuration

| © Oxta Verify = X

Accounts Device Access

Welcome to Okta Verify

You're about to set up an account for
identity.virtusa.com to securely sign in to your
organization’s apps.

Not now
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02 Begin account setup

» Click on next button to initiate the fastpass
registration process.

© Okta Verify

| Accounts Device Access

€ Back

How it works

When you click the "Sign in with Okta
FastPass” button on your browser, you will
be prompted to confirm your identity on
this device.

* This will initiate the browser session on your
default browser.

© Ota Verity - x

Accounts Device Access

&

Check your browser

To continue, we'll need to verify your identity

Didn't find the sign-in page?

Go back ]
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03 Authenticate for Fast Pass

* Browser will open the URL
https://identity.virtusa.com

» Enter your email address to sign in

to the ldentity portal and click next.

ke ® O 0 @

* Okta will prompt you to verify
your identity by providing your
password or okta verify Push
notification or TOTP.

virtusa

Verify it's you with a security
method

+ Verify the session with any one
of these methods to complete
the authentication.

Your identity is verified
You can close this browser tab

Project
Hor

virtusa

H e
VAS

[


https://identity.virtusa.com/
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04 Enable Windows Hello configuration

» Click on the Enable button to initiate
Windows hello configuration. This is
required for application access.
Hence this is mandatory to enable
windows hello configuration.

© Okta Verify

Accounts Device Access

€« Back

L
-

Enable Windows Hello confirmation?

= DVirtusa.com
- DVirtusa.cor

Protect your account by confirming your Windows Hello PIN, face, or
fingerprint when you sign in using Okta Verify

()

+ Choose settings to start the configuration and click get started.

(<]

Accounts Device Access

Set up Windows Hello

Go to your device’s Settings and set up Windows Hello, then
return here

Welcome to Windows Hello

Your device just got more personal. Start using your face to unlock your device, verify your identity,
and buy things in the Store.

Learn more

Get started Cancel
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06 Configure PIN setup

« Enter the password for your * Enter the PIN with below complexity.
account to initiate windows

hello PIN configuration. Minimum 8 characters

Maximum 14 characters

Must have 1 upper case and 1 lower case letters
Must have 1 special character and 1 numeric.

It can't be a number pattern.

T Setnge

[g oT— Accounts > Sign-in options

© Some of these settings are managed by your organization.

O O O O O

Find a setting
Ways tosignin

0N
Y} Home & it @ Windows Security

W system H N
First, verify your account password.

. ) Accounts > Sign-in options
© Bluetooth & devices ® i | m i - E _om g p

¥ Network & intemet i
/ Personalization g PN | © Some of theca cartinne ara mansnad hu unar Armanisatine

o)

Find a setting

By =1
- e Ways 050

@ Windows Security

| & Accounts
£ Home el Setup a PIN
B Time & language ra(u
p Pewod 9n A Windows Hello PIN is a fast, secure way to sign in to your
Gy PR AR M system device, apps, and services.
K Accessibility 2
Additional settings e Bluetooth & devices @ Fing
P Privacy & security Sign New PIN
@ windows Update T ¥ Network & internet New PIN
/ Personalization f":" Confirm PIN
Confirm PIN
B Apps

Sead PIN requirements:
e 6
| & Accounts Son Must be at least 8 characters long
Can't be longer than 14 characters
Must include at least one uppercase letter

D Times language
Must include at least one lowercase letter

Pass
@ Gaming P Sign Must include at least one number
Must include at least one special character
X t has1, mm
* Accessibility Can't be a number pattern (such as 123456 or )

Additional set

@ iy Eras -

3 If you've be
@ Windows Update Socutity polis
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07 Configure fingerprint recognition (If applicable)

» Configure fingerprint recognition

if your machines support them.
Expand fingerprint recognition
and click setup.

l}‘:l [ Accounts > Sign-in options

sssss

» Verify your identity by entering PIN.

=X
$

QiemN\ ¢OH D
=z

Accou D

Ways to sign

® 9 Making sure it's you

aaaaa

» Touch the fingerprint sensor in different
angle as instructed to complete the
finger print configuration and click close
to complete the configuration.

Accou
© some
Ways tosign
& )
Use  Touch the fingerprint sensor Setup.

Repeatediy fift and rest your finger on the sensor until setup is
complete.

© some

Ways to sign

sssss

ccccc
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08 Finish the setup | € Okta Verify - X

. . Accounts Device Access
» Okta fast pass with windows hello has been

configured and machine is now configured for
Okta authentication for accessing the applications.

Accounts g O

virtusa _@Virtusa.com >

identity.virtusa.com

Use another account
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Okta Verity and Fast Pass configuration

STEP 2

Okta Verify Offline OTP configuration

o1 Select Device Access in the 02 Click +one-time password
Okta verify application

© Okta Verify X & Oka Verify X
Accounts Device Access Accounts Device Access
Windows sign-in methods aulf Offtns e thne pgpond
Device: CFLNAV1163

Method: One-time password
@ 2sign-in attempts remaining

Add a sign-in method before you've used all your remaining attempts. Or, you

won't be able to sign in to Windows when you're offline. Add a one-time password

Get app Add account Use password

| On your mobile device, download and open Okta Verify.
a lownload on the GETITON
@& App Store ® Google Play
Add a method to securely sign in to Windows when you're offline.
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Click on Next and scan the
QR code using okta verify in
your mobile and click next.

03

& Okta Verify X

Accounts Device Access

@ Offline one-time password
Device: CFLNAV1163
Method: One-time password

Add a one-time password

Get app Add account Use password

Open your mobile Okta Verify app, then scan the QR
code to add an account.

Back Next

10

Enter the offline OTP which
is available in the Mobile
Okta verify and click next.

04

© Ok Verify X

| Accounts Device Access

Offline one-time password
Device: CFLNAV1163

Method: One-time password

Add a one-time password

Get app Add account Use password

Enter the code you see in Okta Verify

661516

Back Next

Offline one time
password will be
configured for your laptop.

& Okta Verify X

Accounts Device Access

Windows sign-in methods

@ Method added X
You can sign in to Windows with "Offline one-time password"

@ Offline one-time password X
Device: CFLNAV1163

Method: One-time password

Add a method to securely sign in to Windows when you're offline.

+ One-time password + Security key
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Login process

STEP 3

User can login with any of the 2 login process-Okta login or password login.

Password login (Windows OS) Okta login (Windows OS)

Step 1t Step 1:
Click on Sign in button to get Okta push notification
Enter password by clicking sign-in options and
select password button. Step 2:
Approve push notification which you have got in
your mobile. You can also use Okta Verify one-time

password or Offline one-time password.

Wihanga Anupama Wihanga Anupama

Sign in

For additional information/issues, please reach out to IT Service Desk by logging a ticket. Project "
Hori
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https://virtusa.service-now.com/sp

Okta Verity and Fast Pass
configuration for Mac OS
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Okta Verify and Fast Pass configuration

01

STEP1

Alternatively, you may open the Okta verify app from the launchpad

l. Okt Verkty o Okta Verify
« Back
Welcome to Okta Verify How it works

Securely sign in to your organization's apps
When you click the Sign in with Okta Fastpass
button on your browsar, you will be prompted to

confirm your identity on this device.
’ Add account from another gevice

Acnomatically send crash reports to Oita

Note: Organization’s sign-in URL will be auto filled
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Okta Verify
02 € Back
New account
Organization's Sign-In URL Add account from
| identity.virtusa.com | another device
The URL should look like If you have an Okta Verify account on
example.okta.com or atko.biz another device, you can add it to this
device
T
Need help signing in?
03 L J < e v - v » w

virtusa
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04 g
virtusa
Verify £'s you wen a security
marthocd
o Catn vy
I °® Okta Verity
05
€ Back

Enable Touch ID or password confirmation?

: kothandaraman@virtusa.com

Protect your account by confirming your Touch ID or password when you
$ign In using Okta Verify,
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06 Configure platform single sign-on(Sync local and domain password)

& Okta Verify

Accounts

KothandaRaman Prakash
virtusa| kothandaraman@virtusa.com
identity.virtusa.com

‘ Use another account

15

COr Ly Y UL COTVA Lrmin ity st Dele

Your identity is verified

You can closs this browser tab
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virtusa :
virtusa
e Verify It's you with a security
method
Platform Single Sign-on R R s
Registration
e Ohte Valty
o = e &, -_:;_ o Oha Varty
e e
Panvwore
Data Access
u' ':l;..'\' 1 u] |v'.‘ i ] e

& ©
c

" Platform Single Sign-on
Registration
Almost there!
()i. A 'm':?;‘:r:.‘.:.ad i Registration Complete
P L /A n
Platform SSO
Synchronise your macOS password with
your y provider*

Enter your password to aliow this

8’,‘ fout
( Sessssnsnee J Rt L
; ‘ s asarens wors Configure Touch ID on macOS
R Go to System Settings » Touch ID to enroll your fingerprint.
virtusa
_ _ _ _ Droject.
16 Note: Touch ID can be used for application authentication only. Hancn

It is not supported for Mac login.
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